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(mm

= E—EYEEENERE

FTEARMAMSER (WET T RFF)

« 12/ (Superposition) FEIRFZE0XE1
- BIEFNYIEINEEE—BERA—ESEEREAR  EFREYDER—FEEBAE
HIAREE -
« = FAU4E (Entanglement) FEZIRESEFE BT —IL

- MEYZENFHNEFREHEERZNESFNEERR - E5 BN AR IZEDE S —(E
NIRRT E - FEwm B 2B AZI= -
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CRQC ( Cryptanalytically Relevant Quantum Computer )
ENE—RBEMEBRANERZAZEHNEFEK -  BEABEREE T RNIE EE A INEFES¥S
r

£ F1UJT (qubit) = FEEAIZD - qubit EREIFE—E "EFEE S/ (Quantum Processor Chip) s £ -

EEEI bit (0 2% 1) qubit (0 #1 1 270 )

TIFRIR = m 0] FEMER - - BRI KRICER R
Y W ae R B SRR B2~ B  F  WEETS
BE M FEE B qubit iz3s - ESRBEETE - FEAE

- BE=Efamhb  BERE-—REER/NRF - TEBARZWNEE - MBEBEMR

( Blania ~ 3 ) BAF - MAWNEELD ' BHZE 5 AUKFE ( MESRE ) 7 5EF -
- BEFMHEmR  RmR LR TEWEE, - AARYVEERR T WHABHEZEEMN -
« FEFamhA  AEAWNRERE - AREGRINFED  ETEFES

/—/—
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= FERYMENRES

 JEH N

. Shor’s Algorithm ( B &

EEX )
- B ESAREZHEIGENER -

o BEATN 7 HERIZE ( RSA )
- BEAVEIZIEIRE ( DSA, DH )
- MEEIMARBEETEIRIEE ( ECC)

- SLEEBETEEREK CTEIFEIEE
AUSTEIEHTHINZR " 2HEE S =
= BAGEURF] I -

- &
« B BN EE 2048-bit RSA FEZH B F ;
ﬁg B (—B%9K ) olgEr£8/h\isA
K o

2025/12/2

AREFBRNESHNEERBINREIAR - BRIESEAAER2UENZ
BEERY - FIRSRREMIESE - TEREEFIRIE N EEN L2 MEF

» HTEIIE

HEEX)

- SRS ATTHRIIZRSRE DR
+ RABEM 2" T REHEIER |

- BEREN 22 XK -

E/?ﬁﬁ .
'Z_F'/El .

+ IR 256-bit AES IS UL EHHES T
TAE%4 128bit : NEERZEH  RE
MESZREN BT R T I -

Grover’s Algorithm ( E2&

S El B IFRBPNEERE NEE > BENERE
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FlRF BREE

7 AF

Y= B RFEE
X=BRE2REFNKE
= EF BINLIREE

2025/12/2

£ F Shor’s Algorithm £ RSA * DH * ECC & - BViSfhig iz &
Al e

EEOABBENETES SR 25 BRBESEAE -
CSERAF - BT
18 RSA 3 ECC FTE2TIR0/EESE ( PKI ) 52255 -

= X+YR>Z  #hEEL
X Y

\ | B EIHR TR

time
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Y2Q Clock

=F5TE5 BEawBsEnan  CEEieRMyEEEnnee -

BEFBIBEZRM s T EyS T80kt R NEEREENLE - TE525
% - BEHTE IR AR IR B B E M (T -

Y2(Q.0RG COUNTDOWN CLOCK
1874 21 3/ 1

DAYS HOURS MINUTES SECONDS
JANUARY 1, 2031

2025/11/13 17:34 updated

BEEEFRIE N FENERARM - BA "B(h)EFBHERA
PQC: Post-Quantum Cryptography
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BEFRBEBRAE

. 20224E9F

. ZEEZE (NSA) %7 CNSA 2.0 ( BEERESEEEERS 1 )
. 2024485 |

« NIST EXXAMMm=I8 PQC &% (FIPS 203:ML- KEM EHANZ2, FIPS 204:ML-DSA #EFH% &, FIPS 205:SLH-DSA @ﬁﬁféi%)
. 2025 4F 45

) V/ne "73( 51 = /\\
C MEEMEGEETEBIE]  BREEEEEES T EEQA IETF BERBESERET(ERS
2025/10 ﬁxﬁﬁ)

- 202751818 . FIPS B2 F4A FIPS 140-3

. FEEZ RS 2 G TREESIE ONSA 2.0 (KET) - (537 CAVP 0] 235 CMVP
- 2030%12831H FAET 2025 FE O] A BR)

- ZHEZEH (Deprecation) A&F5 CNSA 2.0 FBEHE A ( 11:RSA 2048) L
. BB (I0:RSA) MIER - BEARESERFNAGKSERSE - E_HSETE CABREE=FIIREEHE -

« 2032%F
« 1R2032FEIEHF LAR R MR ERFTSCNSA 2.00EEE
« 2035%F

- ZTHEZH (Disabling) B E& A (W:RSA, ECCE) - IRBRMMNATARERBIEX -
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NIST #£ 2024/8/13 »ff ¥ =18 PQC EEIA1F4E

EE Y% iR AE R

FIPS 203 I(\:I)Ir_ésiill\fsly CRYSTALS-Kyber) iR $J8L ( Key-Encapsulation )

FIFD A% I(\;I)I;éeliuAsly CRYSTALS-Dilithium) B

FIPS 205 SPLINGS ) kRS

FIPS 206 (JE7E) (FALCON) KIS

HQC ( 2025 #1158 ) Hamming Quasi-Cyclic T39I ( Key-Encapsulation ) - iz

2025/12/2 Copyright of Oliver Lien 11 Wa©
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CNSA 2.0 ;EE A4S

General Purpose Algorithms

Algorithm ____| Function __| Specification

Advanced Encryption SIS [ Ee S Elfpines Use 256-bit keys for all

Standard (AES) e |nformat|on sy classification levels.
protection

ML-KEM (previously Asymmetric algorithm FIPS PUB 203 ML-KEM-1024 for all

CRYSTALS-Kyber) for key establishment classification levels.

Asymmetric algorithm

for digital signatures in

any use case, including FIPS PUB 204
signing firmware and

ML-DSA (previously
CRYSTALS-Dilithium)

ML-DSA-87 for all
classification levels.

software
Algorithm for
Secure Hash computing a Use SHA-384 or SHA-
: condensed FIPS PUB 180-4 512 for all classification
Algorithm (SHA) .
representation of levels.
information

2025/12/2 Copyright of Oliver Lien 12 W


https://csrc.nist.gov/publications/detail/fips/197/final
https://csrc.nist.gov/publications/detail/fips/203/draft
https://csrc.nist.gov/publications/detail/fips/204/draft
https://csrc.nist.gov/publications/detail/fips/180/4/final
https://csrc.nist.gov/publications/detail/fips/180/4/final
https://csrc.nist.gov/publications/detail/fips/180/4/final

MR EEFEE ?

- EHEH EFEREES WEEERE
« CA, Browser, FIDO HiflipVEFEARE KREE
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o] IR EfFElkREH N

® 1E$§EEEIL’\
- Z2ERIBENSEFIRIEARS - 10

=FINE

05 ?

EXFIR - 33ESAKE -

BHTE -

= ft%IﬁZ%e (Side-channel Attacks)

QKD RV R LY IB 4514 ( 40:E

ERAEEIR

TH*E ) 5 e

#) -
s FEXBTEHTE
o B {78838 (Authentication) :
. QKD AEREETBIDE
Z2 (Man-in-the-Middle Attack) -
FENBEERNEMEERS (1o
G
o BXAREIELS
« QKD ERAKXS
. TE@HE%“IQ
- EFB

AR

(Denlal of-Service, DoS)

B8 BB SURERIBS 1

2025/12/2

A E A =Pt PO RN =

CBEETNEMNERE - ﬁﬂ%l

ZEM -

MBI AR EER )

Copyright of Oliver Lien

=m - IERIBINEEP AR SEE ok - BETEIRINEERE -

EEEEREP—HETPEAK
BESWEEIE -
 EOEEEEMSI AKLBZIEEN K

AILE - QKD %47

il

M

=SS PRI

15



- EREREY =1

21 /Y

Mt

A= 5 EBEEEES  GAARKKEEZER BERZE FMEBEEXRZZZHMTER -
bR EZMEME D - FRIF T AR PR -
EZEER - WEMBSTHE  BESMER - 70 QKD MRS - sAM=NS A
il X 30 RS IR AE Fimir PQC -
- BIRANEEZEER (N NIS2 15
2 HERSREMEBENEEZEK
) REF— -
21 PQC Bdf% B4 - AR QKD # PQC - fmif PQC - ARBHEZEUTESUHER
22
#] DoS WEA Szl Dos EfR - BEERERATRR W/ DoS 2—EM=mMMRSYE  FERISE
RIS © I -

QKD (Quantum Key Distribution) : EF & 7fc
PQC (Post-Quantum Cryptography) : £ FZiEE
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CA/Browser Forum ¥l &5 FRIFE X

RA®EFERNSREARSA 215, HIE CA/Browser tHiEsTin BIE H1E% -

f ﬁ B (Mlgtlon)

#83% (Transition)
IR ZE+ (PQC)
« Two Certification Paths ( /&K - Hybrid Certificate )

« One Certification Path ( E— /R - Composite Certificate )

Ay B PR CA #Hf%&k i KRB ¥ PQC RYBSR

t

2 H CA/B Forum Tokyo 2025/
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8 E1EE 2
== Hybrid (&) Composite (8T )

By TWO Certification Path : Hybrid ONE Certification Path :

h Certificates Composite Certificates

“EtE MTRIEILISEE | A E® E—RiE NEIATREASS

fE1E#E (Chain) MR IE L= (38 E—{ELiE

g 7 T\ fnaE M oR/RRE - MASE (OJEH— ) A HERERBRT EANY

e , D A gzﬁﬁéﬁz‘b S EREITES
2 (mEn s REEEERE  FEHP—IREBEIIE Eﬁ—i&'fit Wine (BE—=EKRM
Ve DES—IRREE MARSEN )
= ( F=y4 o & . e e
EEHE S BCRMERIR - CSR - OCSP” ¢ (g—pmEmiR)
= g Up e BAER (10 Entrust ~ Google Cloud e s /13 /= B
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FUFA X.509 ZE{P1E (T

X.509 certificate

tbsCertificate
| issuer: CN=ACME CA,OU=.."|

’ subject: CN=Joe User, OU=...“

publicKey: RSA-4096-SHA256
<binary data>

v3 Extensions:
- BasicConstraints
- KeyUsage ‘

’ signatureAlg: RSA-4096-SHA25 \

|
[ signatureValue: <binary data> |

B Rh:

- EHEBZZBEET PQC

- BIEZZM(ERERERE)
o EMEER

i

BIR #5TVR:E

Figure 2 Hybrid certificates: X.509 certificate extension

' X.509 certificate

tbsCertificate <binary data>

issuer: CN=ACME CA, OU=...

subject: CN=Joe User, OU=...

Non-critical v3 extensions

signatureAg: RSA-4096-SHA56

[ altPublicKey: SPHINCS+

publicKey: RSA-2048
<binary data>

v3 Extensions
« BasicConstraints
- KeyUsage

/,\L altSignatureAlg: sphincs-sha256

( /v[ altSignatureValue: <binary data>

publicKey: XSA 4096-SHA256

TR EL:

B
AEEOEY FERFEZH)
SIERES (

oJgEZR CLM IR BIEIER)

BRI E: https://securityboulevard.com/2024/07/preparing-for-the-quantum-leap-with-
hybrid-certificates/?utm source=chatgpt.com, #EEY H H#8:2025/4/22

2025/12/2 Copyright of Oliver Lien 19 W
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ETLS1.3 —EX

2By

235 $ R REUFABIEL Modern AR REER

Modern
Intermediate

Old

63 10.0 70 75 -- 11 1.1.1 o7 12.1
27 442 31 12 11 (Win7) 8u31 1.0.1 20 9
1 2.3 1 12 8 (WinXP) 6 0.9.8 5 1

Modern: Modern clients that support TLS 1.3, with no need for backwards compatibility

: Recommended configuration for a general-purpose server

Old: Services accessed by very old clients or libraries, such as Internet Explorer 8 (Windows XP), Java

6, or OpenSSL 0.9.8

2025/12/2

ERE: https://wiki.mozilla.org/Security/Server Side TLS, updated at 2025/10/28
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https://wiki.mozilla.org/Security/Server_Side_TLS

2 1% PQC RYE| B s hiR A

SZNHIEA OZ R HERASZE PQC Bk

e Default for Chrome 131+ /

e Default for Safari 26+ /
e System-wide support in iOS 26, macOS Tahoe 26, and other Apple operating systems /

e Default for Edge 131+ /

* Firefox 132+

* Chrome 131+
 Edge 131+

- BEEARBIEFEERET
« Safari 262 &%

SRR E: https://developers.cloudflare.com/ssl/post-quantum-
cryptography/pqc-support/, updated at 2025/10/28
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https://www.google.com/chrome/
https://www.google.com/chrome/
https://www.apple.com/safari/
https://www.apple.com/safari/
https://support.apple.com/122756
https://support.apple.com/122756
https://microsoft.com/edge/
https://microsoft.com/edge/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/

JOSE K FIDO ¥112EFRVEEBIRMN ;

« JOSE (JSON Object Signing and N
Encryption) Framework f 0

ALLIANCE

@ IR 2024 ©F 1 B35 HREE "Addressing FIDO

Alliance’s Technologies in Post Quantum World”

FIDO BriiE AR PQC #1E -
St \|s
JOSE E/\JEE%%E EB \E' 7</Ei'1% ERHE: chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https://fidoalliance.org/wp-

O =
P Q C H 5 jj ’ 1@ I ET F E *E\ 1: @ content/uploads/2024/04/FIDO-BTC-White-Paper_FIDO-Alliance-and-Post-Quantum-
Cryptography.pdf,2024/1

S -
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E R E: https://www.ndss-symposium.org/ndss-paper/post-quantum-authentication-in-tls-1-3-a-
performance-study/, 2025/7/9 #EEY, 1E& 2238 —_—
NZ25EE

PQC EBMBSEKX/NAVIRG

EsmElR

B 7 Eh

Alaorithm Public Key Size Private Key Size Signature Size Classical PQ Security
e 9 (Bytes) (Bytes) (Bytes) Security Level (VY

RSA 2048 256 (B12) 256 (& 256 (modulus) 112 bits ~0 bits
RSA 3072 384 (E(12& 384 (&) 384 (modulus) 128 bits ~0 bits
RSA 4096 512 (B1E2 512 (& 512 (modulus) 152 bits ~0 bits
ECDSA P-256 33 (B24#) 32 (scalar) 64 128 bits ~0 bits
ECDSA P-384 49 (B 4R) 48 (scalar) 96 192 bits ~0 bits
ECDSA P-521 67 (B24#A) 66 (scalar) 132 256 bits ~0 bits
Dilithium Il 1184 2800 2044 100 bits 91 bits
Dilithium IV 1760 3856 3366 174 bits 158 bits

.. =— Falcon 512 897 1281 690 114 bits 103 bits

‘=1
Falcon 1024 1793 2305 1330 230 bits 230 bits
SPHINCS+
SHA256-128f- 32 64 16976 128 bits 64 bits
simple 4
2025/12/2 Copyright of Oliver Lien 23 U\
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NIST PQC IR E(CBREFIENLZ EFR
Cat2 & 4 RiBEFR - BAEBHAE -
5 EHBR 2 5B A RS

ok 7] :.—H/é—: ,
ECC P-256 (~128-bit) / gjﬂﬁg%\jﬁ:g@%ﬁﬂz
RSA-3072 TRAETRM AES-128 - &
BEREESREHON

24 (RIRSE - &/l

t

Category 1 (Cat1) =AES-128 WZZ@E

ECC P-384 (~192-bit) /

Category 3 (Cat3) =AES-192 WZZ5& RSA-7680

K

SR SR - YWEER
EHSRER (S5 B
F%2 - CA KR

ECC P-521 (~256-bit) /
RSA-15360

t

Category 5 (Cat5) =AES-256 WZZ@E
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Afglelis SRIMESE SIS S ? (Impact on Finance )
- DPIEEERNEZIRTH/ RENEEEERMN)

o WHINEREBMESR
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22 NIST (R 1R BRI F), ENISA (BRBRA R EENZEE), MAS (fIlKEmMEER)
REEEED - B EEZSA PQC ZBLIa/F T hED - 2B AR -

FHEE SR

N H] R EE|>~ == ﬁerEH KK',w\g E
1. BB (Data Longevity / EEH®) NIST - ENISA - MAS - B350 j{’ﬁffo (>5%) REUFKNWEE - ARREMRE - BELE

WREE - RS540k - BRBERNERS - BRE~ASERE

e A E AR F . N figed
2. EFNLBUEE (Data Sensitivity) NIST » MAS - E[E580 (Bt -
3. #HEIERE (Exposure Level) ENISA - MAS ~ B{E5ER E[DINEPAEE ~ S5=F7 ~ BURSEXEESHRBENZS - BlaREE

= - HBEISTMA PQC 5TE -

wREREEN SEMBERRIENERS  SEBELEARE
FEATE  BELERHER -

5. SBEEE (High-Value Assets) 23480 - MAS WREEBERS  NRSEHENEBHNEENBERARRSE
6. SIER S AEE3M (High Transaction W REIFMHESBRRENEMS (WNEE ke ) - BREERS

4. B N EARETEERL (Critical Infrastructure) #3436 « MAS

MAS

Frequency) OHAzE - ESELEA -
7. $IMNELE A EIE(KFE (Third-Party MAS - Z1555T KFEE =75 API - (REHERS 24 - R EESHETRNEIRTE
Interconnectivity) o ELEETESLRE -
_ W REREBTE (1M EERG ) WER - BERTAS
8. 73 E M (Behavioral Risk) MAS SRERRTA (MIEAANBEERR ) WER - BEARTAI

REANEBRFERER -
ERIRIR:NISA/ENISA/MAS/#348,2025/8, TWCAZEIE
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HEEHIIA>BREESHT

ﬁN

REE

ERIZGRNISA/ENISA/IMAS/ 2135 58,2025/8, TWCAZEIE

HERT BAERHE

FATE SR ERY ﬁﬁ&%wﬂ%* =iERAE 1Bt (PO) —1IBl# APQCHRE %mﬁé&%ﬂlﬂ/u R 1
%Eﬁﬁmﬂ’]%% #8(CA)

RZEY SERE - SEXZEINE B (P0) —IBIMMAPQCHRE] FXML,EDILEETE
=5

R P B 1 ke s SRBEENBESEKETTS Bk (P0) —IIEIAWAPQCHZl £/ FastID
)

REBRENEMASEEXH Exﬁ M (5ER L) REBE & (P1) EIRE
ﬁ'ﬁ

AP|E228 — F5 /1 5mEH HINEAE R BEAPIEEE S (P1)
%8

A EFE R} E N2 B 1D NEEZE M - A REHE & (P2)
W18

REFEBBESEZODAHNE BRHEE @ BEREZEKEN 8 (P3)
AR &R

B RlETEm PO ,P1,P2 ,P3 WEREKE
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